Generovani certifikatu pro logon na tokenu

Pfedpoklady:

- Microsoft Server 2003/2008 s Active Directory a nainstalovanou certifikacni autoritou s Web
Enrollmentem (webovd stranka zabezpedena SSL)

- klientské PC s Windows OS a nainstalovanym SafeNet Authentication Client 8.0 a vys$Sim

- token SafeNet s podporou PKI (eToken fady 4000, 4100, 5000, 5100, 5105, 5200, 7000, 7100, 7200)

Postup:

1) Zkontrolujte, jestli nainstalovand MS certifikacni autorita obsahuje poZzadovanou Sablonu (v
tomto navodu pouzijeme defaultni Smartcard Logon) a jestli je tato Sablona pripravena
k vydani. Pod Certificate Templates jsou vsechny Sablony, které bychom (podle opravnéni)
méli vidét pfi vytvareni Zadosti o certifikat.
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2) Na klientovi oteviete webovy prohlize¢ a zadejte adresu
https://<IP_adresa_serveru_CA>/certsrv. Po kliknuti na pokracovat se objevi tato obrazovka:
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Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity o people you communicate with over the Web,
sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks
You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revacation list (CRL), or to view the status of a pending request

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, cerificate chain, or CRL
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3) Vyberte Request a certificate (VyZadat certifikat)

rosoft Active Directory Certificate Services -

indows Internet Explore

Request a Certificate

Select the cerfificate type:
User Cerificate

Or, submit an advanced certificate request.
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4) Vyberte Advanced certificate request (rozsifeny pozadavek certifikatu)
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Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file_or submit a renewal request by
using a base-64-encoded PKCS #7 file.
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5) Vyberte Create and submit a request to this CA (Vytvorit a odeslat Zadost o certifikat této
certifikacni autorité).




6)

Vyplnte Zadost o certifikat (napf. podle nasledujici obrazovky) a odeslete na CA (Submit)
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Advanced Certificate Request

Certificate Template:

ISmartcard Lagon j
Key Options:
& Create new key set ' Use existing key set
CSF':leToken Base Cryptographic Provider j

Key Usage:  Exchange
Key Size: [1024 | !""19%% (common key sizes: 1024 2043 )
& Automatic key container name " User specified key container name
™ Mark keys as expartable
" Enable strang private key protection

Additional Options:
Request Format: & CMC ¢ PKCS10
Hash Algorithm: I vl

Only used fo sign request.

" Save request

=l
Attributes: ¥
4 3

Friendly Name:l
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Dulezita pole:

Certificate Template — vybér Sablon, které ma autentizovany uZivatel k dispozici (Smartcard
Logon)

CSP — pro generovani RSA kli¢d na tokenu/Cipové karté SafeNet musi byt vybran eToken
Base Cryptographic Provider

Key Size — vyberte velikost RSA klice, pro token max 2048bit

Enable strong private key protection — ochrana silnym privatnim klicem

Hash Algorithm — vyberte algoritmus hash pro podepsani poZadavku podporovany Vasim
tokenem



7) Potvrdte dalsi okno stisknutim Yes/Ano.

Web Access Confirmation

This Web site is requesting a new certificate on your behalf, You

should allow only trusted Web sites to request a certificate for
T you,

Do you want to request a certificate now?

8) Potvrdte nazev pfipojeného tokenu/Cipové karty

6 Token Selection

SafeMet Authentication Client

Select a token from the drop-down list.

|Test1 (D0s34bSe) =
Test1 (00684b5e)

9) Zadejte PIN k tokenu

[!:g‘afe

SafeNet Authentication Client

Enterthe Token Passwond.

Token Name:

ITestl

Token Password: I |

Cumert Language: EN
This is an unlicensed copy for evaluation use only.

o I Cancel |

10) Klice se generuji na tokenu. Pokud je na CA nastaveno automatické vydavani certifikatd, bude
mozné hned po generovani kli¢d nainstalovat certifikat do tokenu/udlozisté Windows.
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Certificate Issued

The certificate you requested was issued to you.

Install this certificate

" Save response
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11) Potvrdte dlivéryhodnost webové stranky.

Web Access Confirmation x|

. This Web site is adding one or more certificates to this computer.
L Allowing an untrusted Web site to update your certificates iz a
“  security risk, The Weh site could install certificates you do not
trust, which could allow programs that you do net trust to run on
this computer and gain access to your data.

Do you want this program to add the certificates now? Click Yes if
you trust this Web site. Otherwise, didk No,

12) Certifikat je nainstalovan v tokenu, mizZete zkontrolovat spusténim SAC Tools:

© safelet Authentication Client Tools

SafeNet Authentication Client

® B o
[ SafeNet Authentication Client Tools Certificate Data
B- d Tokens Serial number 6124 ds 29 00 00 00 0000 32
| B W Test1 Issued to Viadimir Q
Issued by EnterpriseCA
valid from 09/15/2011
valid to 09/14/2012
Intended purposes Client Authentication,Smartcard Logon
Friendly name <Mone >
State Valid

Private Key Data

Key size 1024 bits

Container name le-0f2be09c-bb73-4d47-b462-ad68 19690889

Modulus ac4d 47 2c 70 72 e3d1 19 8¢ f6 27 5d 24 ed 08 67 a0 e5 0 53 &l
Key specification AT_KEYEXCHANGE

Default key container Yas

Auxdliary key container Yes

Cryptographic Provider CsP

Token authentication on application request |MNo
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